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Terms and Conditions

Cloud Email Security

This License Agreement (the “Agreement”) is an agreement between you
(both the individual installing the Product and any legal entity on whose
behalf such individual is acting) (hereinafter “You” or “Your”) and Mauritius
Telecom Ltd. (hereinafter “MT”).

Taking any step to use the Cloud Email Security Solution constitutes Your
assent to and acceptance of this Agreement.

Written approval is not a prerequisite to the validity or enforceability of this
Agreement, and no solicitation of any such written approval by or on behalf
of You shall be construed as an inference to the contrary.

Your acceptance of this offer is expressly limited to the terms of this
Agreement.

If You do not agree with all the terms of this Agreement, you must inform MT
of such and refrain from subscribing to the service.

1.0 Definitions

1.1 “Affiliate” means any legal entity (i) directly or indirectly owning or
controlling You; (ii) under the same direct or indirect ownership or
control as You; or (iii) directly or indirectly controlled by You.
Ownership or control shall exist through direct or indirect ownership
of more than fifty percent (50%) of the nominal value of the issued
equity share capital or voting rights.

1.2 “Licensed Configuration” means the features and capacities of the
Product, such as maximum number of email accounts, throughput
capacity, or other specifications, as declared by You in Your purchase
order and upon which the licensing fee is based.

1.3 “License Key” means the code provided to You, which enables the
Product to operate in accordance with the Licensed Configuration.

1.4 “Product” means the Checkpoint Cloud Email Security software,
including any Third-Party Software, provided under this Agreement,
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together with all associated documentation, hardware (if applicable),
enhancements, upgrades, and extensions.

2.0 License

Subject to the terms and conditions of this Agreement and payment of
applicable fees, MT grants You a non-exclusive, non-transferable, non-
sublicensable license to use the Product as a managed service strictly in
accordance with the relevant end-user documentation and Licensed
Configuration.

You have no right to receive, access, or examine any source code or design
documentation related to the Product.

3.0 Customer Responsibility for Passwords and Security
Management

3.1 The Customer acknowledges and agrees that they are solely
responsible for the security and management of passwords used
to access the Cloud Email Security Solution.

3.2 The Customer must follow robust password management
practices, including but not limited to using strong, unique
passwords and updating them regularly.

3.3 The Customer bears responsibility for monitoring and managing
access to accounts, including revoking access for unauthorized
users.

3.4 No part of the Product may be used by, re-sold to, rented to, or
distributed to any third party.

4.0 General Restrictions

4.1 Except for copies made solely for back-up or disaster recovery
purposes, You may not copy, reverse engineer, decompile, or
disassemble the Product.

4.2You may not allow others to use the Product, nor may You use the
Product for the benefit of third parties.
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4.3 The Product may not be modified or incorporated into any other
software or system.

4.4You may not bypass or disable any licensing or security
mechanisms included in the Product.

4.5 You will not and will not direct any third party to remove any
copyright or other proprietary notices from the Product.

4.6 You will not develop methods to enable unauthorized parties to use
the Product, or to develop any other product containing any of the
concepts and ideas contained in the Product not independently
developed by You.

4.7 Your use of the Product may require the purchase of separate
licenses to use particular features, functionalities, operations, or
capabilities.

5.0 Specific restrictions

5.1 The Product may only be used in accordance with the Licensed
Configuration.

5.2You are responsible for ensuring compliance with all applicable
laws, regulations, and third-party agreements when using the
Product.

5.3The Product is licensed to You based on the applicable Licensed
Configuration purchased, as set forth in the Licensed
Configuration definition in Section 1. The License permits the use
of the Product only in accordance with the Product specifications
as declared by You in the order form, or request for License Key,
and upon which the licensing fee was based.

5.4 1t is a violation of this License Agreement to create, set-up or
design any hardware, software or system which alters the number
of readable IP addresses, users, number of cores or exceeds the
maximum throughput capacity presented to the Product with the
intent, or resulting effect, of circumventing the Licensed
Configuration.
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6.0 Support

6.1 MT reserves the right to determine the scope of support based on
the terms of Your subscription.

6.2The Standard SLA, which includes 8x5 coverage (8 business hours
per day, Monday to Friday) with a committed response time of 8
business hours, is provided by default as part of MT’s standard
offering.

Customers may opt to subscribe to the Premium SLA, which offers
24x7 coverage (24 hours a day, 7 days a week) with a committed
response time of 4 hours, as an additional paid service.

7.0 Disabled License-server

The License Key You obtain from MT and Check Point enables the Licensed-
server which enables You to use the Licensed Configuration of the Product.
If your Licensed-server is disabled for any reason, MT and Check Point may,
at its sole discretion, issue You another License Key which will enable You to
operate this Product on a substitute Licensed-server. In this event, You agree
not to use the Product on the original Licensed-server nor its License Key.

8.0 Customization for Product with VPN Functionality

For a Product with VPN functionality, customization is permitted to allow the
inclusion of a bitmap on the left side of the authentication
challenge/response dialog, and the insertion of text in the authentication
success and authentication failure dialog boxes; provided, however, that the
Product is used to communicate with a Check Point VPN-1 gateway licensed
to the entity using the Product and the customization may not contain any
reference to a competitive gateway or to MT products or services without
MT’s prior written approval.

9.0 Third Party Violation

9.1 You agree that the Product may automatically delete and/or restrict
access to certain programs and/or provide to You the customized
ability to delete and/or restrict access to certain programs.
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9.2 The deletion and/or restriction of access to any of these programs
may be in violation with other license agreements that You have
knowingly or unknowingly agreed to. The deletion and/or
restriction of these programs and the potential violation of a third-
party license is Your responsibility. MT has no ability to verify what,
if any, third party agreements You may have agreed to.

10.0 Inspecting Encrypted Traffic

Certain Check Point products and/or features may enable the inspection of
encrypted traffic. The ability to define the inspection rules is provided to You
and You may define it based on your organizational needs. However, it shall
be your sole responsibility to comply with all applicable laws and regulations
in defining Your inspection rules and privacy regulations. You understand
that this feature enables decrypting the traffic at the gateway in order to
inspect it, after which it is re-encrypted before it is sent to the server.

1.0 Title and Intellectual Property

All rights, title, and interest in the Product, including intellectual property
rights, remain with MT, Check Point, and their licensors. This Agreement does
not constitute a sale of the Product or any part thereof.

12.0 Term and Termination

12.1 This Agreement is effective until terminated. MT may terminate this
Agreement upon Your breach of any of the provisions hereof that is
not cured within thirty (30) days.

12.2This Agreement shall terminate upon a thirty (30) days’ prior written
notice from MT if You:

l. fail to comply with any material provision of this Agreement, or
[I. if the license of the Product is terminated for any reason.

12.3 Upon termination of this Agreement, You agree to cease all use of
the Product and to return to MT or destroy the Product and all
documentation and related materials in your possession, and so
certify to MT. Except for the license granted herein and as expressly
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provided herein, the terms of this Agreement shall survive
termination.

12.4 After the Initial Term, this Agreement shall automatically renew for
successive periods of one (1) year (“Renewal Term”) on the same
terms and conditions.

12.5 In the event the Customer provides written notice of termination
anytime during the Initial Term, then the Customer shall be liable to
pay MT a penalty fee equivalent to the remaining months and any
dues unless the notice of termination is given in writing one month
before the expiry date of the Initial Term.

12.6 In the event the Customer provides written notice of termination
anytime during the Renewal Term, then the Customer shall be liable
to pay MT a penalty fee equivalent to the remaining months and any
dues unless the notice of termination is given in writing one month
before the expiry date of the Renewal Term.

12.7 Upon renewal, multiple orders may be co-termed, with any
applicable credit granted for orders that are terminated
prematurely.

12.8 If elected by the Customer, all subscriptions or contracts under this
Agreement may be renewed on the same date ("Co-Termination
Date"), aligning the expiration and renewal terms of multiple
services.

12.9 This Agreement can be terminated under the following conditions:

(a)Either Party is unable to pay its debts, becomes insolvent, or has
ceased or threatens to cease business, or a petition for winding
up or bankruptcy has been filed, a resolution for voluntary winding
up has been passed or a judicial manager has been appointed over
the whole or substantial part of its assets or property, or any
action is taken by any creditor of the other Party to recover, realize
or enforce any security over any assets of the other Party or to
enforce any judgment against the other Party; or

(b) any governmental or regulatory authority with competence
and/or jurisdiction over the Parties decides that the provision of
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the Services under this Agreement is contrary to existing laws,
rules or regulations or not in the public interest and/or for security
reasons; or

(c)a Party breaching the terms of said authorizations or regulatory
formalities, which shall be considered a material breach of this
Agreement; the Party causing such breach shall not be entitled to
terminate this Agreement pursuant to this Clause 5; and

(d) for national security reasons.

13.0 Price Adjustment

13.1 The price for the services provided under this Agreement may be
adjusted to account for significant fluctuations in exchange rates.
The applicable exchange rate shall be determined based on the
rates available at the time of invoicing or payment.

13.2The price may also be adjusted due to changes in the tariff by the
supplier, Check Point. At the time of renewal, the tariff from Check
Point will be recalculated based on the consolidated number of
licenses placed during the contract term.

13.3 MT reserves the right to determine whether to apply any supplier
tariff adjustments to the Client.

14.0 Indemnification

MT shall have the right, but not the obligation, to defend or settle, at its
option, any action at law against You arising from a claim that your
permitted use of the Product under this Agreement infringes any
patent, copyright, or other ownership rights of a third party. You agree
to provide MT with written notice of any such claim within ten (10) days
of Your notice thereof and provide reasonable assistance in its defense.
MT has sole discretion and control over such defense and all
negotiations for a settlement or compromise, unless it declines to
defend or settle, in which case, You are free to pursue any alternative
You may have.
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15.0 Limitation of liability

15.1 You are solely responsible for adequate protection and backup of
the data and equipment used in connection with the Product. MT
does not guarantee that use of the Product will be uninterrupted
or error-free. MT does not guarantee that the information
accessed by the Product will be accurate or complete. You
acknowledge that performance of the Product may be affected
by any number of factors, including without limitation, technical
failure of the Product, the acts or omissions of third parties and
other causes reasonably beyond the control of MT and Check
Point. Certain features of the Product may not be forward-
compatible with future versions of the Product and use of such
features with future versions of the Product may require purchase
of the applicable future version of the Product.

15.2 EXCEPT FOR BODILY INJURY OF A PERSON, IN NO EVENT WILL
MT and CHECK POINT BE LIABLE TO YOU OR ANY THIRD PARTY
FOR ANY DAMAGES ARISING OUT OF THE SUBJECT MATTER OF
THIS AGREEMENT, THE PRODUCT OR ANY SERVICES UNDER
ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER
THEORY, FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES (INCLUDING LOST PROFITS), OR
FOR LOSS OF OR CORRUPTION OF DATA, OR FOR COST OF
PROCUREMENT OF SUBSTITUTE GOODS OR TECHNOLOGY,
IRRESPECTIVE OF WHETHER MT and CHECK POINT HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. MT’s and
CHECK POINT'S MAXIMUM LIABILITY FOR DAMAGES SHALL BE
LIMITED TO THE LICENSE FEES RECEIVED BY MT and CHECK
POINT UNDER THIS LICENSE FOR THE PARTICULAR
PRODUCT(S) WHICH CAUSED THE DAMAGES.

15.3 In no event will MT be liable to You or any third party for any
damages arising out of the subject matter of this agreement.

15.4 In no event will MT be liable to You or any third party for any
damages arising during installation of the Email Security Service
Software on your device.

15.5 MT will not be responsible for any data breaches that may occur
from Checkpoint’s side.
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15.6 MT's maximum liability for damages shall be limited to the
license fees under this license for the Product(s) which caused the
damages.

15.7 MT shall not be liable for any unauthorized access, disclosure, or
loss of information resulting from:

a) The Customer’s failure to adhere to best practices in security
management, including password handling.

b) Cyberattacks, breaches, or disclosures caused by third parties
beyond MT’s control.

c) Breaches resulting from systems, software, or hardware not
managed or maintained by MT.

16.0 Force Majeure

Neither Party shall be liable for failure to perform its obligations caused
by or resulting from an event of force majeure which shall include, but
not limited to events which are unpredictable, unforeseeable,
irresistible and beyond the Parties’ control, such as any extremely
severe weather, flood, landslide, earthquake, storm, lightning, fire,
subsidence, epidemic, acts of terrorism, outbreak of military hostilities
(whether or not war is declared), riot, explosions, strikes or other labour
unrest, civil disturbance, sabotage, expropriation by governmental
authorities or other act or any event that is outside the reasonable
control of the concerned Party (“Force Majeure Event”).

17.0 Governing law

This Agreement and any claims or disputes arising out of, relating or in
connection with it shall be governed by and construed in accordance
with the laws of the Republic of

Mauritius.

18.0 Government Regulations

You agree that the Product will not be shipped, transferred, or exported
into any country or used in any manner prohibited by law. Service is
GDPR compliant.
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19.0 General

19.1 You may not assign this Agreement without prior written consent
from MT.

19.2 If any provision of this Agreement is found invalid, the remaining
provisions will remain in full force and effect.

19.3 This Agreement constitutes the entire understanding between
You and MT.

20.0 Government Restricted Rights

This provision applies to Products acquired directly or indirectly by or on
behalf of any Government. The Product is a commercial product, licensed on
the open market at market prices. Any use modification, reproduction,
release, performance, display, or disclosure of the Product by any
Government shall be governed solely by the terms of this Agreement and
shall be prohibited except to the extent expressly permitted by the terms of
this Agreement, and no license to the Product is granted to any government
requiring different terms.

For and on behalf of For and on behalf of

THE SELLER THE PURCHASER

SIGNATURE: e SIGNATURE: ..ot

PRINTED NAME: .. NAME ..
TITLE: e TITLE: e

DATE: s DATE: .o
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ANNEX 1: SLA
Escalation Hierarchy
Service Cloud Email security
SLA type Standard SLA with 8x5 (8 business hours x 5 business days)
coverage and a committed response time of 8 business hours
]
OR

Premium SLA with a 24x7 coverage (24 hours x 7 days) and a
committed response time of 4 hours as a paid option
O

Customer escalates a fault to a higher hierarchy within Mauritius Telecom (MT)
ONLY when a fault resolution exceeds the target repair time (TRT) committed
by MT in the SLA applicable for the Service Level ordered.

Level Description Contact
1 SOC Team SMC (8919)
Security Team
Severity Vishal Goorye (52506821)
Minor Dedicated Security Pravish Chiniah (59402810)
2 Team Naeel Kinoo (52522524)
Avnish Galleegadoo (58202935)
Azhar Inder (2035247)
3 Head Security Team Manav Gobin (52550811)
Level Contact
_ Manav Gobin
1 Head Security Team Mobile: +230 52550811
S it Jimmy Lan
A 5 Manager Enterprise Office: +230 203 7291
ajor Solution Mobile: +230 5253 0068
_ _ Neeraj Mounien
% Chief Enterprise Office: +230 203 7500
Solution Officer Mobile: +230 5250 4601
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